MpunoxeHne N 1

NAMATKA
ONA OBYYAKOLWMXCA OB UH®OPMALMOHHON BE3OMNACHOCTU OETEN

HENb3A

1. Bcem nogpsg coobuiatb CBOK YacTHYH MHGOPMaLMIo (HacToswmue umsi, hamunuio,
TenedoH, agpec, HOMep LWKOrbl, a Takke poTorpadoum CBOU, CBOEN CEMbU U Apy3en);

2. OTKpbIBaTb BOXEHHbIE ddansibl ANIEKTPOHHOW MOYThI, KOrAa He 3Haellb
oTnpaBuTens;

3. rpy6I/1Tb, npnaonpaTtbCd, OKa3dbiBaTb AaBlieHNE - BECTU cebsi HEBEXITMBO U
arpeccuBHO,

4. He pacnopsikanca geHbramm TBoen cembu 6€3 paspelleHns ctaplumnx - Bceraa
cnpaiwumBan poaguTtenen;

5. He BcTpevaics ¢ 'HTepHEeT-3HaKOMbIMW B pearibHOW XU3HU - MOCOBETYUCH CO
B3pPOCIIbIM, KOTOPOMY LOBEpPSELLb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yntaewsb o cebe HenpaBay B VIHTepHeTe - coobum 06 aToM
CBOMM POAUTENSAM UIK ONEKyHaM;

2. MNpurnawatoT nepennucebiBaTbCs, UrpaTb, 0OMeHMBaTbLCS - NPOBEPb, HET N NOABOXA;
3. HezakoHHoOe konnpoBaHue annos B VIHTepHETE - BOPOBCTBO;
4. Bcerga pacckasbiBar B3pOCibiM 0 npobriemax B CETU - OHW BCerga nomoryT;

5. Ncnonb3yn HacTponkmn 6e3onacHOCTU U NPUBATHOCTK, YTOObI HE NOTEPSATH CBOU
aKKayHTbl B COLICETSIX U ApYrux nopranax.

MO>XHO

1. YBaxaun gpyrux nonb3oBarernen;

2. Monbayewbca NHTEPHET-UCTOYHUKOM - fienan CCbiIfiKy Ha Hero;
3. OTKpbIBaK TONbKO T€ CChIfIKK, B KOTOPbIX YBEPEH;

4. ObwaTbCcs 3a NOMOLLbIO B3POCHbIM - pOAUTENU, ONEKYHbl U aAMUHUCTPAaLMSA CalnToB
BCeraa nomoryT;

5. Npongn obyyeHne Ha canTte "CeTeBMYoK" 1 NoNyyYn nacnopT umMdpoBOro
rpaxgaHuHa!



MpunoxeHne N 2

MHO®OPMALIMOHHAA NAMATKA
AnA ObYYHAKOLWMXCA ANnA PASMELLEHUA
HA O®UUUNAJBbHbLIX MHTEPHET-PECYPCAX

C kaxablM rogoM MOSOAEXN B MHTEPHETE CTAHOBUTLCS BOorblUe, a LWKOMbHUKN OOHN U3
CaMblX aKTUBHbIX Nonb3oBatenen PyHeTa. Mexay TeM, NOMUMO OFPOMHOrO KOnmnyecTea
BO3MOXHOCTEN, UHTEPHET HeceT 1 Npobnembl. 3Ta NnamMsTka AOSMKHA NOMOoYb Tebe
©e3onacHO HaxoaAUTLCS B CETW.

KomMmnbloTepHble BUPYChI

KomMnbHTEpPHbIN BUPYC - 3TO Pa3HOBUAHOCTbL KOMMbIOTEPHbLIX NporpamMm,
OTNINYMTENBHOW OCOBEHHOCTBIO KOTOPOW ABNSAETCS CMNOCOBHOCTb K pa3smMHOXeHMI0. B
AOMONHEHME K 3TOMY, BUPYCbl MOTYT MOBPEANTb UMK NOSTHOCTBI0 YHUYTOXUTbL BCE
hansibl U AaHHble, MOOKOHTPOSIbHbIE NOSb30BaTesNio, OT UMEHU KOTOPOro 6bina
3anyuieHa 3apaxeHHas nporpaMmma, a Takxke NoBpeanTb UNu gaxe YHUYTOXUTb
onepaumoHHYI CUCTEMY CO BCeMU harinamu B Lienom. B 6onblinHcTBe cnyyaes
pacnpoCTPaHSOTCA BUPYCbl Yepe3 UHTEPHET.

MeToabl 3aluUTbl OT BPEAOHOCHbIX NPOrpaMMm:

1. \cnonb3yn cOBpeMEHHbIE ornepaLMoHHbIe CUCTEMbI, UMeIoLL e CEPbe3HbIN YPOBEHDb
3alunTbl OT BPEL4OHOCHbLIX NPOrpamMm;

2. [1oCTOAHHO ycTaHasnuBawn nayvtu (LMdpoBbLIE 3ansiaTkn, KOTOpble aBTOMaTUYECKN
yCTaHaBMMBaKTCA C Lenbtlo 4opaboTky nporpamMmmbl) U gpyrne 0OHOBNEHUSA CBOEN
onepaumnoHHom cuctembl. CkaumBam Ux TONbKO C 0pULManNbLHOro canTta paspaboTymka
OC. Ecnu cywecTByeT pexvm aBTOMaTU4eCKoro o6HOBNEHWS, BKITHOYM €rO0;

3. PaboTan Ha cBoeM KOMMblOTEPE Nog NpaBamu NonbL3oBaTens, a He
agMuHUcTpaTopa. ATO He NO3BONUT BOMbLUMHCTBY BPEe4OHOCHbLIX Nporpamm
WHCTanMpoBaTbCs Ha TBOEM NEePCOHaNbHOM KOMMbIOTEPE;

4. Nicnonb3yn aHTUBUPYCHbIE NPOrpamMMHble NPOAYKTbl M3BECTHBIX MPON3BOAUTENEN, C
aBTOMaTU4YeCKUM OGHOBIEHNeM 6a3;

5. Orpan-lb (*)VISI/I‘-IGCKI/II\/’I AOCTYNn K KOMMNbOTEPY AJ1A MOCTOPOHHUX JTNLL,

6. Vicnonb3yn BHeLLHWE HOCUTENN MHAOpMaLnUK, Takne Kak rneLlka, guck unu gann mns
WHTEpHeTa, TOMNbKO U3 NPOBEPEHHbLIX UCTOYHNKOB;

7. He oTKpbIiBan KOMMbOTEPHbIE (hansibl, MONYYEHHbIE U3 HEHaAEXHbIX NCTOYHUKOB.
[axe Te dpannbl, KOTOPbIE NpuUcnan TBOW 3HAKOMbIN. Jly4lle yTO4HM Y HEero, oTnpasnan
1 OH Tebe ux.

Cetn WI-FI

Wi-Fi - aTO He BMA nepedayn gaHHbIX, HE TEXHONOMNS, a BCero nNuilb 6pexHa, mapka.
Ewe B 1991 rogy Hugepnanackas komnaHust 3apernctpmposana 6peHa "W ECA", uto
obosHavano cnosoco4veTtaHne "Wireless Fidelity", koTopbln nepeBoanTCA Kak
"BecnpoBogHas TOYHOCTL".

[o Hawero BpeMeHn gowna apyras abbpesmartypa, kKoTopas aBnsaeTcs Takom xe
TexHonormen. 3to abbpesnatypa "Wi-Fi". Takoe Ha3BaHMe ObINO 4AHO C HAMEKOM Ha



CcTaHOapT BbICLLEn 3ByKOBOW TexHUKN Hi-Fi, 4yTo B nepeBoae o3Ha4vaeT "BbiCOKas
TOYHOCTBL".

[a, 6ecnnaTHbIN UHTEPHET-AOCTYN B Kade, OTENAX 1 aspornopTax ABNAETCS OTIMYHON
BO3MOXHOCTbIO BbIXOA4a B UHTEPHET. HO MHOrMe aKCNepThbl CYUTAIOT, YTO
obwepnoctynHoie Wi-Fi ceTn He aBnatoTca 6e3onacHbIMK.

CoBeTbl No 6e3onacHOCTM paboThl B 06WweaocTynHbix cetax Wi-fi:

1. He nepenaBaii cBO NnnyHy0 nHGopmauuo Yyepes obweanoctynHoie Wi-Fi ceTu.
PaboTas B HUX, enaTenbHO He BBOAUTb MNaponun JOCTYNa, JIOrMHbI U Kakne-TO HoMepa;

2. Vicnonb3yn n o6HOBMSM aHTUBUPYCHbIE NporpamMmMbl 1 6paHamayep. TeMm cambiM Tbl
obesonacuwb cebs OT 3akayku BMpyca Ha TBOE YCTPOWCTBO;

3. Mpu ucnonbsoBanmnn Wi-Fi otkntoum pyHkumio "O6wmnn goctyn Kk dpannam u
npuHTepam". [laHHas PyHKUMA 3aKpbiTa MO YMOMYaHUIO, O4HAKO HEKOTOpPbIE
nonb30oBaTeNn akTUBUPYIOT ee Anga yaobcTBa Mcnonb3oBaHusa B paboTe nnu yvebe;

4. He ucnonb3ayn nyonuyHein WI-FI ons nepegaymn nudHbIX gaHHbIX, Hanpuvep ans
BbIXO4a B couManbHble CeTU UMW B SNEKTPOHHYIO MOYTY;,

5. icnonb3yn TonbKo 3awuweHHoe coegmHenme Yyepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM UMeEHHO "https://";

6. B mobunbHOM TenedoHe oTknoun dyHkuuio "Mogknovenne kK Wi-Fi
aBTOMaTnyeckn". He gonyckan aBToMaTtn4eckoro NogKmo4YeHns yCTPOMCTBa K CETSM
Wi-Fi 6e3 TBO€Ero cornacus.

CoumnarnbHbie ceTun

CoumanbHble CETU aKTUBHO BXOASIT B HaLLY >KW3Hb, MHOrMe ftoau paboTaroT 1 XKUBYT
TaMm NocTosiHHO, a B Facebook yxe 3apernctpmpoBaH MUnnumapz YernoBek, YTo
SIBMSIETCS OOHOW ceabMOWN BCEX XUTernen nnaHeTbl. MHorve nonb3oBaTenu He
NMOHUMAIOT, YTO MHpOopMaLMSA, pasmeLLleHHas UMK B CoLMarbHbIX CETAX, MOXET ObITb
HalrgeHa n crnonb3oBaHa Kem YroflHo, B TOM Yucrne He oba3aTenbHo ¢ bnarumu
HaMepeHUsMU.

OcHoBHbIe COBETbI N0 6Ge30MacHOCTU B CoLMarnbHbIX CETAX:

1. Orpanunyb cnncok gpysen. Y 1ebs B Apy3baX HE AOMKHO OblTb CryYarHbIX U
He3HaKOMbIX Noaew;

2. 3awumuan cBo YacTHYH XU3Hb. He ykasbiBai naponu, TenedoHbl, agpeca, aarty
TBOEro POXAEHUS U OPYrYO NUYHYO MHopMaLMIo. 3M0yMbILLNEHHUKMA MOTYT
ncnonb3oBaThb AaXe MHOPMALMIO O TOM, Kak Tbl U TBOM POAMTENU NaHupyeTe
NMPOBECTU KaHUKYIb;

3. awmian cBo penyTaumio - AEpPXM ee B YNCTOTE U 3agaBan cebe Bonpoc: xoTen
Obl Tbl, YTOOLI Apyrne Nonb3oBaTeNu BUAENN, YTO Thl 3arpyxaewb? Nogyman, npexae
4Yem YTO-TO onybrmnKoBaThb, HaNMcaTb U 3arpy3unTb;

4. Ecnu Tbl roBOpuLb C NMOAbMU, KOTOPbIX HE 3HAELb, HE UCMONb3YI CBOE pearbHoe
UMS 1 OPYTY0 NUYHYO MHOpMaUnn: MS, MECTO XXUTENbCTBA, MECTO Yy4ebbl 1 NpoYeE;

5. N36eran pasmelleHus otorpadun B IHTepHeTe, rae Tbl M306paxkeH Ha MEeCTHOCTH,
MO KOTOPOW MOXHO onpenennTb TBOE MECTOMNOMOXEHME;



6. Mpu perncTpauumn B colmanbHOM CETU HEOBXOAMMO MUCMONb30BaTb CIOXHbIE Naponw,
cocTosime u3 6ykB 1 LUMpP U C KONMYECTBOM 3HAKOB He MeHee 8;

7. nsi coumanbHOM CETU, NOYTLI U OPYrMX CanToB HEOOBXOAMMO UCNOSb30BaTb pasHble
naponu. Torga ecnu Tebst B3NoOMaroT, TO 3M10YMbILUNIEHHUKM NOyYaT 4OCTYN TOMbKO K
OLHOMY MECTY, a HE BO BCE cpasy.

SJ'IeKTpOH Hbl€ OEHbIN

OnNeKTPOHHbIE AEHbIN - 3TO 0YeHb YA0OHbIN cnocob nnaTexen, OAHaKOo CYLLECTBYIOT
MOLLUEHHUKWN, KOTOPbIE XOTAT NOMY4YUTb 3TN AEHLIU.

aﬂeKTpOHHble OeHbrn noAaBUIINCb coBCeM HEAABHO N MMEHHO 13-3a 3TOro BO MHOIMMx
rocygapcrtBax o cux nop He nponncaHo npo HMUX B 3aKOHaX.

B Poccum xxe oHM (DyHKLMOHUPYIOT N O HUX yXKe NPOMNMcaHo B 3aKOHe, rae nx
pasgensaT Ha HECKOMNbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIE. PasHuua B TOM, 4TO
aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLlaeTcsd NnpoBoanTb onepauumn 6es
naeHTumrKaLmm nonb3oBarens, a B HeaHOHUMHbIX OeHTUPMKaLns Nonb3oBaTens
aBnseTcs oba3aTenibHON.

Takxke cnegyeT pasnuyaTb 3NEKTPOHHbIE mnaTHbIE AEHbMN (PaBHbI rOCYAaPCTBEHHbIM
BarnoTaMm) 1 SNEKTPOHHbIE HedUATHbIE AEHBIN (HE paBHbl FOCY4AaPCTBEHHBIM
BantoTam).

OCHOBHbIe COBETbI M0 Ge3onacHon paboTe C 3NEKTPOHHbIMUW AEHbraMu:

1. MpuBSXM K cHETY MOBUNBHBIN TENEdOH. DTO cambl YA0OHbIN K ObICTPbLIV CNOCO6
BOCCTAHOBUTb 4OCTYN K cyeTy. MpnBasaHHbI TenedoH NOMOXeT, ecnn 3abyaellb CBO
nraTtexHbl Naposib Ny 3anjellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. \cnonb3yn ogHopasoBblie naponu. lNocre nepexona Ha yCUNeHHYo aBTopusaunio
Tebe yxxe He ByaeT yrpoxatb ONacHOCTb KpaXu Ui nepexsaTa nNnaTtexHoro napons;

3. Bbibepu crnoxHbii naponb. MNpecTynHnkam 6yaeT He NPOCTO yragaTb CHOXHbIN
napornb. HagexHble naponu - 3To Naposin, KoTopble coaepXaT He MeHee 8 3HaKOB U
BKIOYAIOT B C€0S CTPOUHbIE N NPOMUCHbIE BYKBbI, LIMMPbl N HECKOSTbKO CUMBOJSIOB,
Takue Kak 3Hak gonnapa, dyHTa, BocKnuuaTenbHbli 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOOM CBOW NINYHbIE JaHHbIE Ha canTax, KOTOpPbIM HE AOBEpPHELlb.
SﬂeKTDOHHaFI no4yTa

OIIeKTPOHHAasA NoYTa - 3TO TEXHOMNOMMSA U NpeaocTaBsieMble elo YCryru no nepechinke n
NONYYEHUIO ANEKTPOHHBIX COOOLLEHNI, KOTOPbIE pacnpeaensaoTcs B KOMMbIOTEPHOM
cetn. OBbIYHO 3NEKTPOHHbLIM MOYTOBbLIN AWK BbIFNSAUT cnegyowmmMm obpasom:
UMA_Nnonb3oBaTena@uma_aomeHa. Takxke Kpome nepegadm npocToro TekcTa, UMeeTcs
BO3MOXHOCTb nepefaBatb hansibl.

OcHoBHbIe coBeTbl MO 6e3onacHom paboTe ¢ 3NEKTPOHHOM MNOYTOMN:

1. Hago BbiGpaTb NpaBuribHbIA NOYTOBbLIV CEPBUC. B MHTEPHETE €CTb OrpOMHBIN BbIGOP
BGecnnaTHbIX NOYTOBLIX CEPBUCOB, OQHAKO Ny4lle LOBEePATb TEM, KOro 3HaELUb U KTO
nepBbIN B PENTUHTE;

2. He ykasbiBal B JIM4HOM NOYTE NIMYHYIO MHGOPMaLuno. Hanpumep, nyyiie BbibpaTb
"My3blkanbHbI_haHat@" nnu "pok2013" BmecTo "Temal3";



3. Vicnonb3yn aByxaTarnHy aBTopu3aumio. 3TO Korga noMMMO Naporis HY>KHO BBOOUTb
KoAd, npucbinaemsin no SMS;

4. Bbibepu crnoxHbIn naponb. [nsa Kakgoro noYToBOro siuMka AomkeH 6biTb CBOW
HaOEeXHbIW, YCTONYMBbBIN K B3ITOMY Naponb;

5. Ecnn ecTb BO3MOXHOCTb HanmcaTb CamoMy CBOW JIMYHbIN BOMPOC, UCMONb3Yyi 3Ty
BO3MOXHOCTb;

6. Mlcnonb3yn HECKOSbKO MOYTOBLIX ALWLMKOB. [MepBbli ANa YacTHOW NepPennckn ¢
agpecaTtamu, KOTOpbIM Tbl JOBepsieLlb. JTO 3MEKTPOHHbIM agpec He Haao
ncnonb3oBaTh NPU perucTpaunm Ha popymax u cantax;

7. He oTkpbIiBan gpannbl 1 Apyrue BroOXeHUs B MMCbMaX, JaXe eCnv OHU NPULLIN OT
TBOMX Apy3en. Jlyywe yTouYHW y HUX, OTNPaBnany nn oHn tebe atn dannsbl;

8. NMocne okoH4YaHMs paboTbl HA NOYTOBOM CEPBUCE NEPEn 3aKpbITUEM BKIaOKWU C
canToM He 3abyab HaxaTb Ha "Bbiitn".

K|/|6ep6ynnMHr nnn BUpTyanbHOE n3aeBaTeribCTBoO

KVI6ep6yJ'IJ'IVIHF - npecnegosaHne cooOLLEeHMAMM, coaepKawmmMmm OCKOp6J'IeHI/1$|,
arpeccuto, 3anyrmBaHue,; XyrimraHcTtBeo, couunarnbHoe GOMKOTMpOBaHI/Ie C noMoLlbto
Pa3nMM4HbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynMHrom:

1. He 6pocauncsa B 6oi. JTydwimn cnocob: nocoBeToBaTbCH Kak cebsa BECTU U, eCnu HeT
TOro, K KOMY MOXHO 0BpaTUTbCS, TO BHa4yane ycrnokouTbcs. Ecnu Tbl Ha4YHeLb
oTBeYaTb OCKOPOBNEeHnsiMM Ha ockopbrneHus, TO TOMNMbKO elle Bornblue pasoxKeLlb
KOHQLSTUKT;

2. Ynpaensan ceoen knbeppenyrtaumen;

3. AHOHMMHOCTb B CETU MHUMas. Cyl.l.l,eCTByI-OT CNocobbl BbIICHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

4. He cTont BECTU XynuraHckumn obpas BUpTyanbHOW XusHu. IHTepHeT ukcupyeT Bce
TBOW OENCTBUSA N COXPaHSAET UX. YaanuTb ux byaert KpanHe 3aTpyaHUTENbHO;

5. Cobnogan cBo BUPTYarnbHY YeCTb CMOSIOAY;

6. IrHopupyn egnHuYHbIn Heratue. OgHOpa3oBble OCKOPOUTENbHbIE COOBLLEHMS
nyywe urHopmpoaTtb. OBbIYHO arpeccust NpekpalwaeTcs Ha HavyanbHOW CTaguy;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMY COOOLLEHUAMM, B
coLManbHbIX CETAX eCTb BO3MOXXHOCTb GrTOKMPOBKM OTNPaBKM COOOLLEHMI C
onpepaerneHHbIX agpecos;

8. Ecnu Tbl cBuaeTenb knbepobynnuHra. TBou OeiCTBUS: BbICTYNUTb NPOTUB
npecnegoBarens, nokasaTtb eMy, YTO ero AenNCTBUS OLLEHNBAOTCS HEraTUBHO,
nogaepxaTb XepTBY, KOTOPOW HY)XHA MNCUXONOrMYeckas MOMOLLb, COOBLLUTL B3POCITbIM
0 chakTe arpeccUBHOro NoBeAEHMUSI B CETU.

MobunbHbIn TenedoH



CoBpeMeHHble cCMapTAOHbI 1 NNaHLWeTbl cogepXaT B cebe BrnofnHe B3pOoCsbii
OYHKLMOHAN, 1 Tenepb OHM MOTYT KOHKYPMPOBAaTb CO CTaLMOHAPHLIMU KOMMbIOTEPAMM.
OpHako, cpencTB 3alnTbl 418 NoA06HbIX YCTPOMUCTB NOKa O4YEeHb Marno. TecTMpoBaHue
N MOUCK YsI3BMMOCTEN B HUX NPOUCXOOMUT HE TaK MHTEHCUBHO, Kak ansa K, To e camoe
KacaeTcs 1 MOBUMbHbBIX NMPUNOXEHWU.

CoBpeMeHHble MObUIbHbIE Bpay3epbl yXXe NPpakTUYECKN JOrHaNM HacTosbHbIe
aHarnoru, ogHako paclumMpeHne yHKuMoHana Bneyet 3a cobom 60MbLIYH CIOXHOCTb U
MEHbLUYIO 3aLMLLEHHOCTb.

[laneko He Bce NPoOM3BOAMTENN BbiNyckalT 0BHOBMNEHNS, 3aKpbIBaOLLME KPUTUYECKME
yS1I3BUMOCTM 1151 CBOMX YCTPOWCTB.

OcHoBHbIe coBeThl Afis 6e3onacHOCTU MoOBUbHOro TenedoHa:

Huuero He aBnseTcs no-HacTosawemy becnnaTHbIM. Byab ocTopoxeH, Beab kKoraa tebe
npeanaralT 6ecnnaTtHbli KOHTEHT, B HEM MOTYT ObiTb CKPbITbl KakMe-To NnnaTHble
yCnyru;

Adyman, npexge yem otnpasute SMS, ¢oTo unmn Buaeo. Tbl TOYHO 3HaELb, Ae OHU
OyayT B KOHEYHOM uTore?

Heobxoanmo o6HOBNATL ONepaLoHHYIO CUCTEMY TBOEro CMapT(OHa;
Mcnonb3yin aHTMBMpPYCHbIE NporpaMmbl Ang MobunbHbIX TENE(OHOB;

He 3arpyxaii npunoxeHust oT HEM3BECTHOIO UCTOYHMKA, Beb OHU MOTYT coaepkaTb
BPEAOHOCHOE NporpaMMHOe 0GeCneYeHme;

lMocne Toro Kak Thbl Bblgellb C canTa, rae BBOAWN NIMYHYIO MHGOpMaUnto, 3anam B
HacTpouku B6payaepa n yganu cookies;

Mepuoanyecky NpoBepsii, kakme nraTHble YCNyru akTMBMPOBaHbI HA TBOEM HOMEPE;

[aBai1 cBoli HOMep MOBUIbHOro TenedgoHa ToNbKO NIAAM, KOTOPbIX Thbl 3HAELb U KOMY
AoBsepsiellb;

Bluetooth gomkeH 6bITb BbIKNIOYEH, KOr4a Thl UM He Nonb3yellbesl. He 3abbiBan nHoraga
npoBepsTb 3TO.

Online urpsbl

CoBpeMEHHbIE OHIalH-Urpbl - 3TO KpacoYHbIe, 3axXBaTbiBaloLLME pa3BlievYeHus,
06beauHSAoLLME COTHU ThICAY YENOBEK N0 BCEMY MUPY. MIrpOKK UccrneayoT AaHHbIA UM
MUp, oOLLalTCs APYr C APYrOM, BbIMOMHAT 3afaHuUs, CpaXkarTcs C MOHCTpaMn U
nomny4atoT onbIT. 3a YA0BONLCTBME OHW NNaTAT: NOKYNalT AUCK, OnnadynsaoT
aboHeMeHT Unun NpruobpeTarT Kakme-To OnLuN.

Bce aTv cpeacTea nayT Ha noadepxaHue U pasBUTME Urpbl, a Takke Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHOTCSH CUCTEMbI aBTOPU3aLUK, BbiMyCcKalOTCA HOBbIE MaTyu
(undbpoBble 3annaTkM A4S Nporpamm), 3aKpblBalOTCsl YI3BUMOCTY CEPBEPOB.

B nogo6GHbix nrpax CTouT onacartbCd He CTOJIbKO CBOUX COMEPHUNKOB, CKOJTIbKO KpaXXun
TBOEro naporsd, Ha KOTOpOM OCHOBaHa cucteMa aBTopu3auunmn OonblUMHCTBA urp.

OcHoOBHbIE coBEeThI N0 6Ge30MacHOCTM TBOEro MUrpoBOro akkayHTta:



1. Ecnv gpyrowi urpok Beget cebs nnoxo unu cosgaet Tebe HeENpUATHOCTK, 3a6OKUPYI
€ro B CMUCKE UIPOKOB;

2. Noxanynca agMmHucTpaTopam Urpbl Ha Nioxoe noBegeHne 3Toro Urpoka,
XenaternbHO NPUNOXUTb Kakne-To AoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nNnu4Hyo nHgopmauuio B npodansne urpbl;
4. YBaxan opyrmx y4acTHUKOB MO Urpe;

5. He ycTaHaBnuBan HeouumanbHble natym n Moapl;

6. Vicnonb3yn cnoxHble 1 pasHble naponu;

7. Jaxe BO BpeM4A Urpbl He CTOUT OTKJTIHOYaTb aHTUBUPYC. Moka Tbl nrpaellb, TBOWM
KOMMbKTEP MOTYyT 3apa3nTb.

DOUWKHT unu Kpaxa JMIM4YHbIX OaHHbIX

OB6bl4HON KpaXXen AeHer U AOKYMEHTOB CErogHs y>Ke HUKOro He YAMBULLb, HO C
Pa3BUTUEM MHTEPHET-TEXHOSOIMMI 3NOYMbILLSIEHHMKN NEPEMECTUNNCE B UHTEPHET, U
NPOAOIKaT 3aHUMaTbCs "NMbMbIM" genom.

Tak nosgBMnacb HoBas yrpo3a: MHTEPHET-MOLUEHHNYEeCTBa U PULLKHS, rnaBHas Lesb
KOTOPOro COCTOUT B MOMNYY4EHUM KOHMPUAEHLNAIbHbIX AaHHbBIX NOSfib3oBaTenen -
NornHoB 1 naposen. Ha aHrnuinckom ssbike phishing untaetcs kak guwuHr (ot fishing -
pblBHasa noens, password - Naporb).

OcHoBHble coBeTbl Mo 6opbbe ¢ PULLIMHIOM:

1. Cnepgu 3a cBouM akkayHToOM. Ecnn Tl nogo3peBaellb, YTO TBOSI aHkeTa Obina
B3rloMaHa, To Heob6xoanumo 3abriokMpoBaTh ee U CoobLLUTL agMUHUCTPaTopaMm pecypca
00 3TOM Kak MOXHO CKOpPEE;

2. icnonb3yn 6e3onacHble Be6-CanTbl, B TOM YMCNE, UHTEPHET-MarasnmHoB 1
NONCKOBbLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Takum obpa3om, ecrnn Tebsa B3nomaroT, TO
3r10YMbILLUITIEHHMKM NOy4aT JOCTYN TOMbKO K OQHOMY TBOEMY NPOduIIo B CETK, a HE KO
BCEM;

4. Ecnun Tebs B3nomanu, To HeobxoaMMo npeaynpeanTb BCEX CBOMX 3HAKOMbIX,
KoTopble fobaBneHbl y Tebs B Apy3bsiX, O TOM, YTO Tebsi B3nilomanu n, BO3MOXHO, OT
TBOEro nMmeHn byaeT paccbinatbCsi CnamM U CCbINKU Ha (PULLMHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTKNO4YM coxpaHeHne napons B bpaysepe;

7. He oTkpbIiBan dhannbl U Apyrne BrOXeHUs B MMCbMaX, JaXe eCny OHU NPULLAN OT
TBOUX ApY3€en. Jlydlle yTOUYHU Yy HUX, OTNPaBnsan nu oHn Tebe aTn annsbl.

Lindposas penytauyms

LincopoBas penytaums - 3To HeraTuBHasi UM NO3MTUBHAsS MHGOPMaLMsa B ceTun o Tebe.
KomnpomeTupyowasa nHgpopmaums, pasMmeLleHHaa B UHTEPHETE, MOXET Cepbe3HbIM
o6pa3om OTpasnTLCH Ha TBOEN peanbHOM Xu3Hu. "Lindposasa penytaumnsa” - aTo TBOM
UMUK, KOTOPbIN hopMupyeTcs n3 MHopmauum o Tede B MHTEPHETE.



TBOE MECTO XMTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE NOMNOXEHNE, 0COBEHHOCTH
XapaKkTepa 1 pacckasbl 0 GrU3KMX - BCe 3TO HakannnBaeTcs B CETU.

MHorne nogpocTKn NErkOMbICIIEHHO OTHOCATCA K Ny6nukaumm nu4Hon nHdopmaumm B
NHTepHeTe, HEe NOHMMas BO3MOXHbIX NOCNeACTBUN. Thbl aXe He CMOXeLUb AoraaaTbCs
0 TOM, 4YTO hboTorpacdud, pasmelleHHasa 5 net Hasag, ctana NPUYNHOM oTKasa NPUHATL
Tebs Ha pabory.

KommeHTapuu, pasmelyeHne TBonx potorpadum n gpyrue 4encTBna MoryTt He
NCYE3HYTb Aaxe nocre Toro, Kak Tbl UX yaanuuwb. Tbl HE 3Haellb, KTO COXpaHun aTy
MHOpMaLnto, nonarna fin oHa B MOUCKOBbIE CUCTEMbI U COXpaHunach fiv oHa, a
rmaBHoOe: YTO NogymatoT 0 Tebe oKpyxaroLLiue foan, KOTopble HanayT 1 yBUASAT 3TO.
Hantn nHopman Mo MHOro feT CNycTss CMOXET Nlobon - Kak n3 4obpbix NOBYXAEeHUI,
TaK U C HaMmepeHeM NPUYNHUTL Bped. ATO MOXET BblTb KTO YrofHO.

OCHOBHbI€ COBETbI MO 3aLuTe LnMgpoBON penyTaumu:

1. NMogyman, npexge 4em 4YTo-To NybnnkoBaTb U nepefaBath y cebsa B 6nore unu B
coumanbHON CeTH;

2. B HacTpourkax Npodounsa yCTaHOBU OrpaHNUYeHnsa Ha NPOCMOTP TBOEro Npodunsa 1 ero
COOEepPXXMMOro, caenan ero Tonbko "ans gpysen”;

3. He paameLuan n He ykasbiBan MHGOpPMaLnio, KOTopasi MOXET KOro-nmbo ockopbnaTb
unn obmxaTb.

ABTOpCKOe npaBo

COBpEMEHHbIE LLKOMbHUKMN - akTUBHbIE MOMb30BaTenu LMgpPOBOro NpoCTPaHCTBa.
OpHako ganeko He BCe 3Hat0T, YTO NOfIb30BaHNE MHOTMMUW BO3MOXHOCTAMM LIMOPOBOro
mMupa TpebyeT cobniogeHnsa npaB Ha UHTENNEeKTyarnbHY0 COBCTBEHHOCTb.

TepMmuyH "vHTEnnekTyanbHaa CO6CTBEHHOCTL" OTHOCUTCSA K PasfiniHbIM TBOPEHUAM
4YenoBEeYEeCKOro yMa, HauMHasa C HOBbIX N306peTeHn 1 3HaKoB, 0B03HaYaKo LLNX
COBCTBEHHOCTb Ha NPOAYKTbI N YCNYrn, N 3aKaH4MBasi KHUramum, potorpagusmu,
KMHO(UNbMaMn 1 My3blKanbHbIMU NPOU3BEeLEHUSIMUA.

ABTOpCKMe Npasa - 3TO NpaBa Ha MHTeNsekTyanbHyl0 COBCTBEHHOCTb Ha Npon3BeaeHUs
HayKu, nutepaTypbl U UCKycCTBA. ABTOPCKME rnpasa BbICTYyNaloT B KAYeCTBE rapaHTuu
TOro, YTO UHTENNEKTYanbHbI/TBOPYECKU TPy aBTopa He ByaeT HanpacHbIM, 4acT eMy
crpaBeanvBblie BO3MOXHOCTU 3apaboTaTtb Ha pe3ynbTarax CBOero Tpyaa, nony4mTb
N3BECTHOCTb M NpusHaHne. HukTo 6e3 paspelleHns aBTopa He MOXET BOCMPOU3BOAUTb
ero npovssefeHune, pacnpocTpaHaTb, Ny6rn4yHO 4EMOHCTPUpPOBaTh, NpoAaBaTh,
UMMOPTMPOBATb, NycKaTb B NpoKaT, NyGrMYHO UCMONHATL, MOKa3blBaTb/UCMOMHSATL B
adupe nnu pasmellats B VIHTepHeTe.

WNcnonb3oBaHue "nnpaTtckoro” nporpammHoOro obecneyeHnst MoXeT NPMBECTM K MHOMMM
pyckam: OT NOTepu AaHHbIX K TBOMM akkayHTam [0 GroKMpOBKM TBOEro YyCTPONCTBA, Fae
yCTaHOBMNEeHa HenerarnbHasa nporpamMmma. He ctount Takke 3abblBaTtb, YTO CyLLECTBYIOT
neranbHble 1 6ecnnaTtHble NPorpaMMbl, KOTOPbIE MOXHO HaTU B CETW.

O nopTtane

CeTeBMYOK.pch - TBOW rMaBHbI COBETHMK B CETU. 30€Chb Thl MOXELUb Y3HaTb O
©e30MacHOCTM B CETU NMOHATHBIM U AOCTYMNHbIM A3bIKOM, @ NP BO3HUKHOBEHUM



KPUTUYECKOWN CUTYyaL U 06paTUTbCs 3a COBETOM. A Takxke MPUHSTL y4acTve B
KOHKypcax 1 cTaTb cambIM LIMPOBbLIM rpaxkgaHnHom!



